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The main motivation for this Annex to the document "Minimum Requirements for
Cryptographic Algorithms" is to support the preparations for the transition to quantum-
resistant cryptography in cybersecurity. Given the anticipated complexity of this process, the
primary objective of this Annex is to explain the cryptographic principles and context and to
further substantiate the presented cryptographic recommendations.

For questions of a legal nature, please contact the secretariat of the National Cyber and
Information Security Agency:

National Cyber and Information Security Agency
Mucednicka 1125/31
616 00 Brno — Zabovresky

Phone: +420 541 110 777
E-mail: nckb@nukib.gov.cz

Questions, comments, and suggestions of a cryptological nature can be sent to the e-mail
address: kryptoalgoritmy@nukib.gov.cz

HC L AR


mailto:nckb@nukib.gov.cz
mailto:kryptoalgoritmy@nukib.gov.cz

IERMCLEAR National Cyber

and Information
Security Agency

In 1994, Peter Shor published a quantum algorithm that is almost exponentially more efficient
than the best known classical algorithms for factoring large numbers or for finding the discrete
logarithm)21 This implies that, in principle, using Shor's algorithm, one can efficiently break
all asymmetric cryptographic algorithms whose security is based on the difficulty of any of the
following problems:

e factorization of large numbers,

e finding the discrete logarithm over a finite field,

e finding the discrete logarithm over an elliptic curve!3,

The security of most asymmetric cryptographic algorithms in use today is based on the
assumption of practical intractability of these problems. All classical asymmetric cryptographic
algorithms approved in the document "Minimum Requirements for Cryptographic
Algorithms" can be broken using Shor's algorithm.

In 1996, Lov Grover discovered a quantum algorithm that can be used to find keys of arbitrary
cryptographic systems by brute forcel*. However, it is significantly less efficient than Shor's
algorithm. Consequently, only block and stream ciphers with key lengths of 256 bits or more
are considered safe against Grover's algorithm?.

In 1997, Brassard, Hgyer, and Tapp published a quantum algorithm (BHT algorithm) based on
Grover's algorithm that reduces the difficulty of finding hash function collisions compared to
classical collision search methods based on the birthday paradox!. Today, only hash functions
with an output length of at least 384 bits are considered safe against attacks using the BHT
algorithm?,

! The risks associated with brute force quantum attacks based on Grover's algorithm on the approved block
ciphers with a key length of 128 bits will likely be very low even after the construction of cryptanalytically relevant
guantum computers, and similar risks for a key length of 192 bits will likely be almost negligible.

2 The risks associated with brute force quantum attacks based on the BHT algorithm and its enhancements on
the approved hash functions with an output length of 256 bits will likely be almost negligible even after the
construction of cryptanalytically relevant quantum computers.
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For the practical use of the above-mentioned quantum algorithms in cryptanalysis, they need
to run on a so-called "cryptanalytically relevant quantum computer". Such a computer should
be universal, scalable and reliable3.

Quantum computing based on ion traps and quantum computing with superconducting qubits
have long been considered the most promising areas of research and development towards
this goal. Significant progress is also being made in the field of photonic quantum computing.
None of the quantum computers realized so far have even come close to the properties of
cryptanalytically relevant quantum computers®. In this context, alternative methods of
factorization are also being proposed, using a quantum computer which in general may be
neither universal nor fully fault-tolerant® [2°],

At present, it remains uncertain when cryptanalytically relevant quantum computers will be
realized. Various studies are being published with different estimates, and the result of an
opinion poll among experts on the subject is often presented as one of the best estimates/®!
sl-11a13 Also very well known are the estimates given by M. Moscal® 512, according to which
it will occur in 2026 with a probability of % and it will occur by 2031° with a probability of %.

The German BSIU7) pp- 28 and 35 astimates that the first cryptanalytically relevant quantum
computers will be realized in the early 2030s. In accordance with the BSI, we consider this
estimate to be highly uncertain.

3 The term universal quantum computer is the quantum analogue of the term classical universal computer. Very
roughly speaking, a universal quantum computer can run any quantum algorithm. The scalability of a quantum
computer means that a small increase in the scope of its computations (e.g., lengthening the inputs) will not be
extremely demanding, and that the lengths of the inputs to a scalable quantum computer will gradually be
extended more and more. A reliable (fault-tolerant) quantum computer should remove errors of an arbitrarily
long quantum computation with sufficient accuracy.

4 Current universal quantum computers are referred to as NISQ — Noisy Intermediate Scale Quantum (Computer).
Probably the biggest problem on the road to constructing cryptanalytically relevant quantum computers is the
difficulty of providing sufficiently reliable noise removal. According to some estimates, thousands of physical
qubits are needed to realize a single reliable logical qubit™3 24, A logical qubit is the quantum analogue of a bit.
Quantum algorithms work with logical qubits. A physical qubit is a quantum system with controllable general
superpositions of two basis states. Logical qubits are systems of physical qubits that are able to represent qubits
in quantum algorithms in reliable quantum computations.

5 For example, in [25], an alternative method of factorizing large numbers based on digitized adiabatic quantum
computation is proposed, which does not require much computational depth and therefore need not be
completely resistant to errors. And since it is based on the Ising model typical of optimization (quantum)
computations!®®, it need not be universal either.

5 There is a very small group of reputable experts who argue that the realization of universal, scalable and reliable

guantum computers is unlikely to happen in ten or even twenty years, but in a much longer time, perhaps never
(8], [9], [10], [11]
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At the same time, in accordance with the BSI’, we consider it to be a guideline for preparing
the transition to quantum-resistant cryptography in the protection of sensitive information of
a critical level of confidentiality or integrity?.

From the above, it is clear that we should transition to quantum-resistant cryptography for
the protection of highly sensitive information roughly by the early 2030s.

The problem is that there are types and uses of cryptographic algorithms that, even if the
aforementioned BSI’s estimate is correct, require much faster replacement with their
guantum-resistant alternatives. These are, first, cryptographic algorithms designed to protect
the confidentiality of data, and second, digital signature algorithms designed to protect the
integrity of firmware during updates.

In the former case, it is necessary to address the possibility that an attacker will record and
store the encrypted communication and they will decrypt it once there is a cryptanalytically
relevant quantum computer available (a.k.a. "harvest now, decrypt later" scenario).

In the latter case, we must consider the possibility that some device memories containing
public keys may not be rewritable in the future.

In these two cases, the urgency to transition to quantum-resistant cryptography is much
higher than in other cases.

7 In the case of "high security applications", the BSI works on the hypothesis that cryptanalytically relevant
quantum computers will be available in the early 2030s!7)- - 35,

8 The critical level of confidentiality/integrity/availability is the highest level of confidentiality/integrity/

availability according to Annex 1 to Decree No. 82/2018 Coll., on security measures, cyber security incidents,
reactive measures, cyber security reporting requirements and data disposal (the Cyber Security Decree).
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The possibility for broader and novel applications of symmetric cryptography

Since symmetric cryptography with a key length of 256 bits is not quantum-vulnerable, one
possible response would be to revert to using only symmetric cryptography. However, this
would lead to the loss of the benefits of asymmetric cryptography.

In some specific cases of cryptographic protocols, it is possible to use pre-distributed
symmetric keys as part of the input to the session key derivation function. However, this is
going to increase the requirements for the protection of these pre-distributed keys.

The possibility of moving to post-quantum cryptography

Another option is to use different asymmetric cryptographic algorithms that are resistant to
attacks based on quantum computing. These algorithms are often called quantum-secure
cryptography or quantum-resistant cryptography, but they are most commonly referred to as
post-quantum cryptography (PQC). The transition to its use is supported by relevant security

authorities who consider it the most appropriate way to respond to the quantum threat’} [36]
[37], 55, [56]

The possibility of using quantum key distribution

In the long term, the use of quantum key distribution (QKD) may be promising. It has
substantial security advantages, but for the time being also substantial security and practical
disadvantages, and therefore the transition to its widespread use in the near future is not
(unlike its research) currently supported by major security authorities!”}- 1521 [531, [54], [69],

We recommend transitioning to quantum-resistant cryptography by adopting post-quantum
cryptography.

The term post-quantum cryptography was introduced by the American cryptologist Dan
Bernsteinl?) s 21 to refer to those asymmetric cryptographic algorithms that remain secure
even in the era of cryptanalytically relevant quantum computers. This requires that their
security be based on the difficulty of solving mathematical problems other than those that are
breakable by Shor's algorithm. However, to ensure their security, it is also necessary that these
cryptographic systems are not breakable by any other quantum algorithm and, of course, by
classical algorithms either.
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Code-based cryptography: Its security is based on the difficulty of efficient decoding
of a generic linear error-correcting code. Selected algorithms from this category, such
as Classic McEliece, are considered to have one of the highest security guarantees.
Their major practical drawback are their extremely long public keys.

Lattice-based cryptography: Its security is based on the difficulty of solving some
problems on lattices, such as shortest vector problem, nearest vector problem,
learning with errors. Currently, thanks to its security combined with its practical
properties, it is considered one of the most promising areas of post-quantum
cryptography. The practical properties of these post-quantum algorithms can be
improved by defining them on structured lattices. It should be noted that too high
“structuredness” of the lattice can lead to successful cryptanalysis.

Hash-based cryptography: Its security is based on the security features of the
underlying hash functions. Since the quantum resistance of hash functions is well
founded, these signature algorithms are considered as post-quantum cryptography
with high security guarantees. However, this is redeemed by certain practical
problems. In some cases, the maximum number of signatures per key is substantially
limited, in others the public key is extremely long, and thus they are only suitable for
specific use cases.

Isogeny-based cryptography: Its security is based on the difficulty of finding an isogeny
between two supersingular elliptic curves (if such isogeny exists). This approach was
considered highly promising for quite a while; however, in 2022 an effective attack has
been found on one of the isogeny-based cryptosystems, which seriously compromises
their security(*3],

Multivariate cryptography: Its security is based on the difficulty of solving polynomial
equation systems with many variables over algebraic number fields. This area of
cryptography has been the target of many successful attacks, so guarantees of its
security are not currently considered very credible(4 131,

HC L AR
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3 Standardization of Post-Quantum Cryptography Led by
NIST

Since 2016171 18] the process of standardization of post-quantum cryptography is organized
by NIST in the form of a public competition. At the end of its third round, the first quartet of
post-quantum algorithms were selected for standardization (see Section 3, par. (4)) and
another quartet of cryptographic algorithms advanced to the fourth round, in which a decision
on the possible standardization of some of them should be made (see Section 3, par. (5)).

In 2020, NIST standardized (out of competition but in consensus with the expert community)
a pair of post-quantum digital signatures, LMS and XMSS, based on hash functions*®!,

(1) Competition categories in terms of algorithm functionalities

Post-quantum cryptography is intended to replace the currently used asymmetric
cryptography in two areas:

e cryptography for key establishment and for asymmetric encryption,

e digital signatures.

The two main categories of the NIST competition are very much in line with this:
A) KEM/Encryption® — methods for establishing symmetric keys based on asymmetric
encryption®®
B) Signatures — digital signatures

(2) NIST requirements for the safety of post-quantum candidates

In quantum-resistant cryptography, it is essential to consider not only its security against

classical attacks, but also its resistance to possible future attacks using quantum computers(7l
[18]

% In this context, KEM and Encryption are two close methods, the essence of which is asymmetric encryption of
symmetric keys:
e Encryption here means standard asymmetric encryption of symmetric keys.
e KEM means the key encapsulation mechanismB3. It differs from asymmetric encryption in that the
encapsulation process first generates a random secret, encrypts it using a public key to ciphertext, and
derives a symmetric key by hashing from the random secret.

10 Implications of the choice of KEM/Encryption functionalities:

The algorithms selected in the KEM/Encryption category are supposed to complement or replace either classical
asymmetric key encryption or Diffie-Hellman exchange (classical or over an elliptic curve). In the case of classical
asymmetric encryption, it will be a replacement by an algorithm of the same type, but in the case of Diffie-
Hellman exchange, it will be a replacement by KEM or asymmetric encryption, i.e., a different type of
cryptographic algorithm. This may be one of the many sources of problems in the transition to quantum-resistant
cryptography in this area.

ARC LE AR
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The security requirements for the post-quantum candidates submitted to the competition are
specified by assuming limitations on the computational capabilities of the attacker, by making
standard assumptions about the attacker's access capabilities to the attacked device, and also
by using attack success criteria. In this case, the attacker's computational capabilities also
include the possibility of using a large-scale quantum computation.

NIST has defined five different assumptions about the limitations of an attacker's
computational capabilities, and has assigned a security level to each of these five options!!8!
Pp-15-18 The security levels of post-quantum algorithms defined by NIST are determined by the
number of steps, either classical or quantum cryptanalytic, needed to break a given scheme?’.

NIST Security Levels:
e Level 1, corresponds to the difficulty of a brute force attack on AES-128%?
e Level 2, corresponds to the difficulty of generic SHA-256 collision search
e Level 3, corresponds to the difficulty of a brute force attack on AES-192
e Level 4, corresponds to the difficulty of generic SHA-384 collision search
e Level 5, corresponds to the difficulty of a brute force attack on AES-256

A deeper study of the limitations of the attacker's capabilities defining security level 5 shows
that the requirements for this level are significantly oversized in terms of estimates of his
realistic capabilities in the medium-term future. This is why NIST, when announcing the

11 NIST defined three of these security levels (1, 3, and 5) using the computational complexity of brute force AES
block cipher key search. The levels are distinguished by key lengths (128, 192, and 256 bits). In the classical case,
the considered levels correspond to the computational complexities of 21?7, 2191 gand 22%° AES encryptions. In the
quantum case without parallelization, they would correspond to 264, 2°¢ and 2122 steps of Grover's algorithm. If
we consider the possibility of parallelization and the error-free computation depth constraint, the concrete
content of the definition becomes much more complex!*? (20,

The two remaining security levels (2 and 4) are defined using the computational complexity of the brute force
SHA-2 hash function collision search. The levels are distinguished by the lengths of the SHA-2 output, namely 256
and 384 bits. In the classical case, the considered levels correspond to computational complexities of 2?8 and
2192 computations of the SHA-2 compression function. In the quantum case, they should correspond to 2% and
2128 steps of the BHT algorithm®l. However, the latter requires an unrealistically large quantum memory. This is
probably why NIST did not specify quantum complexity in the definitions of levels 2 and 4. In 2017 and 2019,
more efficient alternatives?!! 22! to the BHT algorithm have been proposed with significantly lower (though still
very high) quantum memory size requirements, so the paper [20] also addresses the quantum demands of levels
2 and 4.

12 From here we get a different view of the quantum vulnerability/resistance of symmetric cryptography with
key lengths of 128 bits and 192 bits. It corresponds to security levels 1 and 3 of post-quantum cryptography.
Similarly, the quantum vulnerability/resistance of SHA-2 with a key length of 256 bits corresponds to security
level 2 of post-quantum cryptography.
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competition, encouraged developers to focus mainly on security levels 1 to 3, as these can be
expected to provide sufficient security in the foreseeable future®.

In terms of the considered attack scenarios, NIST has standard requirements[8l pp-14-15;

A) In the case of KEM/Encryption schemes, semantic security is required for adaptive
chosen-ciphertext attacks, i.e., IND-CCA2 security is required*.

B) Inthe case of digital signature algorithms, it is required that the attacker, in a so-called
chosen-message attack, is unable to construct any valid fraudulent message-signature
pair. Thus, EUF-CMA security is required.

Perfect forward secrecy'®: Some properties of post-quantum candidates could make it
difficult to ensure forward secrecy. For example, the generation of new public/private key
pairs could be too slow, which could make it difficult to change them frequently enough, or
the the public keys could be too long, which could complicate their transmission. NIST prefers
candidates that do not have these problems.

Resistance to physical side-channel attacks: NIST has announced that it will prefer post-
guantum cryptography schemes that are less challenging to make resistant to side-channel
attacks.

Resistance to multi-key attacks: Ideally, an attacker should not gain a relevant advantage by
simultaneously attacking multiple keys used by a given scheme.

Resistance to incorrect implementations and incorrect use of the scheme: Another desirable
property of post-quantum schemes can be formulated roughly as follows: The security of the
scheme should not be dramatically devastated under situations such as a limited (minor) error
in the scheme code, or a failure of the random generator, or the reuse of the private/public
key pair in a KEM/Encryption scheme with ephemeral keys, etc.

13 However, in case of possible future breakthroughs in cryptanalysis or technology, it also asked for the
specification of parameters corresponding to a significantly higher security level than 3[18!p- 18,

14 NIST also considered KEM/Encryption with ephemeral public keys, i.e., one-time use keys. The important point
here is that when the first error occurs in the symmetric key establishment protocol, a new public/private key
pair is generated, and the old pair is deleted when it is no longer needed. In this case, of course, only the semantic
security of a chosen-plaintext attack, i.e., IND-CPA, will suffice.

151n the case of KEM/Encryption, forward secrecy protects the confidentiality of previously encrypted data in the
event that an attacker had eavesdropped on and stored encrypted communications in the past and then
captured one of the private keys currently in use. In order for previously encrypted data to be protected even in
these circumstances, it is necessary that the relevant private keys be deleted after use and replaced with newly
generated private keys.
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Public key, ciphertext, and signature size: In cases where the usage patterns of the scheme
do not require frequent transmission of public keys, their length does not have serious
practical implications. The opposite situation arises, for example, whenever perfect forward
security is required.

Computational efficiency of public and private key operations: These properties of the
scheme are almost always important, but there are uses of post-quantum cryptography for
which they may be critical.

Computational efficiency of key generation: This property of the scheme is particularly
important when perfect forward security is required.

Decryption failures: For schemes with the possibility of decryption failure®, NIST requires
assurances that it will occur with negligible (virtually zero) probability.

By flexibility of the scheme, NIST understands properties such as:

e The possibility of modifying the scheme in a not-too-difficult way to obtain additional
desired properties.

e The possibility of modifying the parameters of a scheme easily enough to achieve other
security or operational properties.

e The possibility of parallelizing the implementation.

e The possibility of integrating the scheme into existing protocols and applications
requiring only minimal changes to the scheme?’.

16 |n certain post-quantum cryptography schemes, it is theoretically possible for a decryption failure (here, a
ciphertext rejection) to occur even in circumstances where the scheme was correctly implemented and the
ciphertext was correctly generated and not altered on the way to the decryption device.

17 Excessive lengths of public keys or ciphertexts, or slowness of cryptographic operations, can complicate the
integration of post-quantum schemes into existing protocols and applications.
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In July 2022[6L 271 NIST selected the first four quantum-resistant algorithms in the
competition to be standardized. In August 2024, standards have been published for three of
them (CRYSTALS-Kyber, CRYSTALS-Dilithium, SPHINCS+), the fourth one (Falcon) is still in
progress.

Although NIST has so far selected four algorithms for standardization, CRYSTALS algorithms
have a special position among them. In the KEM/Encryption category, only one algorithm has
been selected for standardization so far, namely CRYSTALS-Kyber. While three algorithms
have been selected in the Signatures category, CRYSTALS-Dilithium, which is one of them, is
recommended by NIST as the primary digital signature algorithm to be used[?6} - 13,

NIST assesses both algorithms as having a good scientific basis for their design'®, being
relatively simple, easy to implement, and achieving good performance in cryptographic
operations. Part of the implementation of both algorithms may be shared.

In August 2024, NIST published the standards for both algorithms, namely:
e FIPS 203! standardizing CRYSTALS-Kyber as ML-KEM (Module Lattice Based Key
Encapsulation Mechanism)*®
e FIPS 204%7] standardizing CRYSTALS-Dilithium as ML-DSA (Module Lattice Based
Digital Signature Algorithm)

In this category, NIST has so far selected a single algorithm for standardization:

CRYSTALS-Kyber (standardized as ML-KEM)

It is an IND-CCA2 secure post-quantum scheme based on structured lattices?°.

It was chosen for standardization because of its security and performance. Its performance on
various platforms is rated excellent by NIST.

18 The security of the two mentioned CRYSTALS algorithms is based on the difficulty of solving the Module-LWE
(i.e., Module Learning with Errors) problem, which corresponds to the problem of finding a small vector on
a structured (modular) lattice.

1% The standardized ML-KEM algorithm slightly differs from the original Kyber algorithm submitted to the third
round of the NIST competition. However, basic mathematical and cryptographic principles of both variants are
the same and for the purposes of this document they can be treated as equal in many places. The same holds for
ML-DSA and Dilithium algorithms.

20 Its security is based on the difficulty of solving the Module-LWE problem.
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The FIPS 203!%%] standard defines three variants of ML-KEM, which correspond to the variants
of CRYSTALS-Kyber:

e ML-KEM-512 — Kyber-512 (Level 1)

e ML-KEM-768 — Kyber-768 (Level 3)

e ML-KEM-1024 — Kyber-1024 (Level 5)

For security levels 1, 3 and 5, its public keys are 800, 1184 and 1568 bytes in length,
respectively, and its ciphertexts are 768, 1088 and 1568 bytes in length, respectively.

The CRYSTALS developers recommend®® using Kyber in a hybrid mode with classical
asymmetric cryptography. They recommend Level 3 as the preferred variant in this
combination, arguing that "according to a very conservative analysis, [it] achieves more than
128 bits of security against all known classical and quantum attacks".

In this category, NIST has so far selected three algorithms for standardization:

CRYSTALS-Dilithium (standardized as ML-DSA)

It is an EUF-CMA secure post-quantum signature scheme based on structured lattices?!. It was
chosen for standardization because of its security, high performance, and relatively simple
design scheme. It is evaluated by NIST as a highly efficient scheme with easy implementation
and strong security guarantees.

The FIPS 2047 standard defines three variants of ML-DSA, which correspond to the variants
of CRYSTALS-Dilithium:

e ML-DSA-44 — Dilithium 2 (Level 2)

e ML-DSA-65 — Dilithium 3 (Level 3)

e ML-DSA-87 — Dilithium 5 (Level 5)

For security levels 2, 3 and 5, its public keys are 1312, 1952 and 2592 bytes in length,
respectively, and its signatures are 2420, 3293 and 4595 bytes in length, respectively.

The CRYSTALS developers recommend!®! using Dilithium in a hybrid mode with a classical
signature algorithm. They recommend Level 3 as the preferred variant in this combination,
arguing that "according to a very conservative analysis, [it] achieves more than 128 bits of
security against all known classical and quantum attacks".

Falcon (to be standardized as FN-DSA)

It is an EUF-CMA secure post-quantum signature scheme based on structured lattices?2. It has
the advantage of small key and digital signature lengths. Its disadvantage is its very complex
design, which makes it difficult to understand the details of the scheme well and to implement

21 The security of the CRYSTALS-Dilithium algorithm is based on the difficulty of solving the Module-LWE and
Module-SIS problems.

22 The security of the Falcon algorithm is based on the difficulty of solving the SIS problem on the NTRU lattice.
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it correctly. The short length of keys and signatures together with good security guarantees
was the reason for its selection for standardization.

NIST expects to standardize the variants!20l s 14

e Falcon-512 (Level 1, to be standardized as FN-DSA-512)

e Falcon-1024 (Level 5, to be standardized as FN-DSA-1024)
For security levels 1 and 5, its public keys are 897 and 1793 bytes in length, respectively, and
its signatures are 666 and 1280 bytes in length, respectively.

Its standard has not been published yet?3.

SPHINCS+ (standardized as SLH-DSA)

It is an EUF-CMA secure post-quantum signature scheme based on hash functions. Its security
is based on the security of the hash function used, in this case either SHAKE256, or SHA-256,
or Haraka.

Unlike the XMSS and LMS schemes, SPHINCS+ does not require the signing device to maintain
information about the signatures created by a given key and therefore has no limitation on
the number of signatures by the same key. However, this is largely balanced by the extremely
long digital signatures. This signature algorithm was chosen for standardization because it has
very strong security guarantees and because it is constructed on a different basis than lattices.

SPHINCS+ variants based on SHA2 a SHA3 (SHAKE) hash functions were standardized:

A) Based on SHA2

e SLH-DSA-SHA2-128s (Level 1), SLH-DSA-SHA2-128f (Level 1)
e SLH-DSA-SHA2-192s (Level 3), SLH-DSA-SHA2-192f (Level 3)
e SLH-DSA-SHA2-256s (Level 5), SLH-DSA-SHA2-256f (Level 5)

B) Based on SHAKE
e SLH-DSA-SHAKE-128s (Level 1), SLH-DSA-SHAKE-128f (Level 1)
e SLH-DSA-SHAKE-192s (Level 3), SLH-DSA-SHAKE-192f (Level 3)

e SLH-DSA-SHAKE-256s (Level 5), SLH-DSA-SHAKE-256f (Level 5)

Four finalists and five alternate candidates in the KEM/Encryption category and three finalists
and three alternate candidates in the Signatures category entered the third round of the NIST
PQC Standardization competition.

23 At the time of publication of this version of the Annex.
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For practical recommendations for quantum-resistant cryptography in the near future, we
also find other candidates in the KEM/Encryption category essential, namely Classic McEliece
(3rd and 4th round candidate) and FrodoKEM (alternate 3rd round candidate). The reason
why this is so is closely related to their security. They have in principle higher theoretical
security guarantees than the winner in this category, CRYSTALS-Kyber. And the reasons why
they have not (yet) been selected for standardization are related to some of their practical
properties!’) p-34,

Classic McEliece is an IND-CCA2 secure post-quantum code-based algorithm. In the forty years
since its publication, no major attacks have been found on this algorithm[3%)s-3, although it is,
from a security point of view, one of the most thoroughly researched candidates in the
competition?*. Therefore, the expert community has extreme confidence in its long-term
securityl#?l s 88 The BSIR0IP-39 recommends it for immediate hybrid use as a post-quantum
KEM algorithm with the highest security guarantees. It performs very well in terms of the
speed of cryptographic operations. Its main drawback is the extremely long public keys (from
250 kB for level 1 to 1.3 MB for level 5). This means that it is mainly suitable for applications
in which the public key is static and does not need to be transmitted. It has not yet been
selected for standardization by NIST, but as a candidate it has advanced to the fourth round
of competition.

FrodoKEM The use of an unstructured lattice significantly improves its theoretical security,
even compared to the CRYSTALS-Kyber, winner in the KEM/Encryption category. This is the
reason why the BS|U7) P-34,129],p-35 gnd ANSS|57) 5 20 recommend it for immediate hybrid use as
a post-quantum KEM. However, it did not advance to the fourth round of the NIST competition
as an alternate candidate. This is due to its relatively low performance, long private and public
keys, and NIST's effort to also standardize other candidates than lattice-based ones.

FrodoKEM security levels:
e FrodoKEM-640, Level 1,
e FrodoKEM-976, Level 3,
e FrodoKEM-1344, Level 5.

Other fourth-round candidates of the NIST standardization competition, and possible future
standards, are the BIKE and HQC algorithms. Their shared advantage over the Classic McEliece
algorithm (from the same family of post-quantum algorithms — code-based) is a significantly
shorter length of public and private keys. On the other hand, compared to the Classic McEliece

24 Throughout all this time, the security parameters of the Classic McEliece algorithm only changed in relation to
the growth of a potential attacker's computational capabilities and to the possibility of realizing quantum
computers.
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algorithm they are relatively new, which can be considered a disadvantage, since they have
been exposed to expert analysis for a shorter period of time.

HQC is an IND-CCA2 secure post-quantum algorithm based on quasi-cyclic codes. The fourth-
round submission uses a composition of Reed-Muller and Reed-Solomon error-correcting
codes. For security levels 1, 3 and 5, its public keys are from 2249 to 7245 bytes in length, and
its ciphertexts are from 4497 to 14485 bytes in length. The private key length for all security
levels is only 40 bytes.

BIKE is a post-quantum algorithm based on QC-MDPC (quasi-cyclic moderate density parity-
check codes). Compared to other alternate candidates, its advantage is very short public keys
and ciphertexts, on the other hand, there is no proof published yet for its IND-CCA2 security.
For security levels 1, 3 and 5, its public keys are roughly from 1541 to 5122 bytes in length, its
ciphertexts roughly from 1573 to 5154 bytes in length, and its private keys roughly from 281
to 580 bytes in length.

Rainbow was a finalist in the Signatures category of the NIST competition. It was also the only
finalist based on polynomials with many variables (multivariate cryptography). Shortly
thereafter, its variant of security level 1 was broken by an attack on a laptop over
a weekend!*],

SIKE was an alternate candidate in the third round of the NIST competition in the
KEM/Encryption category and was the only alternate candidate based on isogenies of
supersingular elliptic curves. However, unlike the Rainbow algorithm, it made it through to
the fourth round of the competition. And shortly thereafter, it was broken by a devastating
attack on a classical computer for all its security levels(*3],

The SIKE case is particularly alarming. Cryptography based on isogenies of supersingular
elliptic curves has long been considered highly promising, and there were no serious doubts
about its sound security basis. Yet it was recently broken by a practical attack on a classical
computer.

In September 2022, NIST called for proposals from the expert community for additional post-
quantum signatures. It is particularly interested in algorithms[?”} P2 based on principles other
than structured lattices. For certain applications, in particular certificate authentication, NIST
will likely be interested in digital signature algorithms with short output and fast signature
validation.

The main objective of this subsection is to choose post-quantum algorithms of the NIST
competition, the use of which can be recommended to protect sensitive information of
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a critical level of confidentiality or integrity against the quantum threat?>. Based on the
consensus of the expert community and European security authorities, we anticipate that
initially they will be used in hybrid combinations with appropriate approved classical
asymmetric algorithms.

In the case of post-quantum digital signature algorithms with expected general use, we
consider trustworthy the current winners of the competition, which have already been
standardized:

e ML-DSA Levels 3and 5

e SLH-DSA Levels 3 and 5

FN-DSA Level 5 is likely to be added after its standardization.

This category has only one winner so far, CRYSTALS-Kyber, standardized as ML-KEM.

The expert community, and the BSI in particular, have drawn attention to candidates who,
although they did not win the competition, have high security guarantees compared to the
winner. These include the Classic McEliece algorithm, which has not been successfully
attacked in its 40 years of existence, and the FrodoKEM algorithm, which is defined on
unstructured lattices and therefore has higher theoretical security than the winner of the
competition!”l-P-34,

We consider the algorithms which correspond to levels 3 and 5 to be trustworthy.

Table 1: Trusted post-quantum KEM/Encryption algorithms?®

ML-KEM-1024 FrodoKEM-1344 mceliece8192128 mceliece8192128f
ML-KEM-768 FrodoKEM-976 mceliece6688128 mceliece6688128f
mceliece460896 mceliece460896f

25 Therefore, we will not mention in this subsection the already standardized digital signatures LMS and XMSS,
which, although they did not take part in the NIST competition, have such high security guarantees that they are
recommended by all relevant authorities for independent deployment, especially to protect the integrity of
software and firmware.

%6 As far as security levels are concerned, in the case of ML-KEM (CRYSTALS-Kyber) we rely on the final
recommendation of its developers and in the case of the other two algorithms mainly on the recommendations
of the BS|[221 pp- 3536,
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There is a long-standing consensus in the scientific community that for some time post-
guantum cryptography should only be used to protect information in hybrid combination with
classical asymmetric cryptography?’. This approach is still insisted upon by most European
security authorities such as the German BSI®?° P-2> and the French ANSSIP,

Indeed, some newer post-quantum algorithms have been broken by attacks relying solely on
classical computers?®. In these cases, the use of standalone post-quantum algorithms instead
of the approved asymmetric cryptography would lead to security degradation. However,
a hybrid combination of post-quantum cryptography with classical secure asymmetric
cryptography will at least be secure against classical attacks?®.

One reason for the breakability of some post-quantum algorithms is that certain types of post-
guantum cryptography are relatively new. This means that we do not yet have sufficient
guarantees that the corresponding mathematical problems, on whose practical intractability
the security of the respective post-quantum algorithms is based, are indeed practically
intractable, even on current computers®.

But even the fact that the security of a relatively new cryptographic algorithm is based on a
truly practically intractable mathematical problem does not necessarily mean that the
algorithm is secure.?!

27 The BSIUL P38 (and not only the BSI) proposes a more general approach, namely that a hybrid combination of
any two of the following three mechanisms could be used to establish symmetric keys: classical asymmetric
cryptography, post-quantum cryptography, and protection based on (possibly) pre-distributed keys.

28 Or, they were broken by attacks requiring only classical computers and using physical side channels as well.

29 If attacks on new post-quantum algorithms were based only on quantum algorithms, there would be no reason
to use hybrid combinations of post-quantum and classical asymmetric cryptography.

30 An example is the post-quantum KEM algorithm SIKE, long considered highly promising, on which a devastating
attack requiring only a laptop has been found(*3!,

31 An example is the classic attack on the Rainbow algorithm!**!, which even made it to the finals of the third
round of the competition!?®!, Another example is the erroneous cloning of a random oracle in the constructions
of some newer post-quantum KEM algorithms, which led in some cases to their breaking!®*.
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In September 2022, the U.S. NSA published CNSA 2.0, the Commercial National Security
Algorithm suite. The algorithms contained therein are approved by the NSA for use in National
Security Systems (NSS). The CNSA 2.0 suite replaces the previous CNSA 1.0 suite with
guantum-resistant cryptographic algorithms.

The CNSA 2.0 suite contains algorithms divided into three application areas:

e Algorithms for software- and firmware-signing
e Symmetric-key algorithms
e General-use quantum-resistant asymmetric algorithms

Algorithms for software- and firmware-signing
The NSA recommends moving as quickly as possible in this area to the use of digital signature
algorithms based on hash functions that have already been standardized by NIST. These are
specified by NIST SP 800-208%4!. These algorithms are:

e LMS (Leighton Micali Signature) with recommended hash functions SHA-256/192

e XMSS (eXtended Merkle Signature Scheme)
All their parameters are approved for all classified levels.
For the LMS and XMSS algorithms, NSA recommends their standalone use.

Symmetric-key algorithms

In this area, the following algorithms are approved for the NSS:
e AES-256 according to FIPS PUB 197
e SHA-384 or SHA-512 according to FIPS PUB 180-4

They are approved for all classified levels.

General-use quantum-resistant asymmetric algorithms
In this area, the following algorithms are approved for the NSS:
e ML-KEM — asymmetric key establishment algorithm
e ML-DSA —asymmetric digital signature algorithm
They are (only) approved in their Level 5 variants for all classified levels.
For the ML-KEM and ML-DSA algorithms, the NSA approves their standalone use.

The NSA's decision to allow the CRYSTALS family of algorithms to be used on their own in U.S.
national security systems was surprising to most experts because it contradicts the widely held
consensual view that post-quantum cryptography should only be used in hybrid combinations
in the near future. We therefore present below the NSA's rationale.
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To the question: "How strong does NSA believe CNSA 2.0 algorithms are?", the NSA responds
that it has conducted its own analysis of these algorithms and considers them suitable for
long-term use in protecting various U.S. NSS[371p-3,

To the question: "What is NSA’s position on the use of hybrid solutions?", NSA responds that
it has confidence in the CNSA 2.0 algorithms and will not require NSS developers to use hybrid
certified products for security reasons371:p- 13,

To the question: "Should one use a hybrid or other non-standardized QR solution while waiting
for afinal NIST post-quantum standard?", NSA recommends against using hybrid or other non-
standardized solutions in NSS missions. It encourages limited purchase for research and
planning, but only for the purpose of transitioning to CNSA 2.0. Because NSA believes that
CNSA 2.0 will adequately protect the NSS, it does not require hybrid solutions for security
purposesB7lp-14,

To the question: "What complications can using a hybrid solution introduce?", the NSA
presents the following arguments, among others!37] pp- 13-14.
e The hybrid solution increases the complexity of the protocols involved, especially by
the need for additional negotiation and error handling.
e The hybrid solution introduces interoperability problems since both algorithms of the
hybrid solution must be common to all parties.
o After some time, the switch will be made to using only quantum-resilient algorithms.
In the case of a hybrid solution, another transition will be required.
e More security products will fail due to implementation or configuration errors than
due to the cryptographic algorithms used. If we have limited resources to increase
cryptographic complexity, we can potentially weaken security.

Canadian Centre for Cyber Security's position on the suitability of hybrid solutions

In a presentation made in March 2023, the Canadian Centre for Cyber Security makes a
number of specific arguments, mostly against the use of hybrid solutions, which show that it
has a reserved position on the advisability of its usel3° s 1°_|t notes that the Government of
Canada "has not yet made a decision on where hybrid PQC should be used", and that "system
owners will need to make a policy decision on when to use hybrid"3%) - 10,

Experience with the history of attacks on lattice cryptography suggests that their main

consequence is the need to gradually increase the security parameters of lattice

cryptography!?l- s 88 And the choice of security level 5 represents a huge practical security
in32

margin32.

32 Recall that the CRYSTALS developers are confident that security level 3 is sufficient for their use.

HC L AR

23



IERMCLEAR National Cyber

and Information
Security Agency

The consensus of the expert community and European security authorities on the need to use
a hybrid combination of post-quantum cryptography with an additional protection mechanism
holds.

On the other hand, the U.S. NSA is one of the most sophisticated security authorities in the
world with a high sense of its national security responsibilities. The likelihood of the NSA
recommending, on the basis of its own analysis, cryptography for use in US national security
systems (NSS) that would prove to be weak in the medium term is negligible.

Therefore, NUKIB currently accepts both approaches for deploying quantum-resistant
cryptography to protect sensitive information of critical confidentiality or integrity in the near
term. Thus, both hybrid combinations and standalone uses of ML-KEM and ML-DSA of security
level 5, implemented according to their respective NIST standards!®167] will be accepted.

Quantum-resistant digital signatures LMS and XMSS have been standardized by NIST already
in 2020, so there is no obstacle to their implementation. When used correctly, they have high
security guarantees and do not require a hybrid combination with a classical digital signature
algorithm. They are suitable for protecting firmware integrity during updates and can be
treated as approved algorithms with long-term security.

The NSA recommends their immediate deployment to protect software and firmware
integrity[36l PP- 23 The BS| also recommends their use for this purposel”}- p- 62,

NUKIB's position on the standalone deployment of LMS and/or XMSS to protect software
and firmware integrity

NUKIB recommends that the transition to the use of standalone quantum-resistant LMS and
XMSS algorithms for protecting software and firmware updates should be made as soon as
possible.
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5 Quantum-Vulnerable Algorithms Approved in the
"Minimum Requirements for Cryptographic Algorithms"

(1) Meaning of the term "quantum-vulnerable algorithm" as used below

a) Basic types of quantum-based attacks on cryptography

Current literature distinguishes two basic types of quantum-based attacks on cryptographic
algorithms.

1) Attacks on cryptography protecting classical information represented by bit strings. In
these scenarios, the attacker is assumed to have information in bits (e.g., ciphertexts
or digital signatures) and to use, among other things, quantum algorithms
implemented on quantum computers in the future to crack or forge them.

2) Attacks on cryptography protecting quantum information represented by strings of
entangled qubits. These scenarios are based on the assumption that in the future
a quantum internet will be implemented and used to enable communication using
guantum information. This will qualitatively expand the attacker's capabilities, as their
input will no longer be classical information, but quantum information.

The above shows that many currently known cryptographic algorithms, which are quantum-
resistant in protecting classical information, would fail to protect quantum information
transmitted over the future quantum internet.

b) Specification of the term "quantum-vulnerable algorithm" as used in this Annex

Based on available estimates, we do not expect the quantum internet to be realised until 15
to 20 years from now.

Therefore, both within the main document "Minimum Requirements for Cryptographic
Algorithms" and within this Annex, we will strictly understand a quantum-vulnerable
(cryptographic) algorithm to be only an algorithm that is vulnerable to attacks using
a cryptanalytically relevant quantum computer when protecting classical information.

Thus, in both documents, we consider exclusively the above-mentioned scenario 1) and ignore
the existence of scenario 2).

(2) Quantum resistance/vulnerability of symmetric cryptography

Quantum resistance of approved modes of symmetric cryptography

We consider the approved modes of symmetric cryptography to be quantum-resistant if they
are used with a quantum-resistant approved block cipher or a quantum-resistant approved
hash function.
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Quantum resistance/vulnerability of approved block and stream ciphers

All approved block and stream ciphers with a key length of 256 bits are quantum-resistant. All
approved block and stream ciphers with key lengths of 128 bits and 192 bits are quantum-
vulnerable.

Urgency of the transition to quantum-resistant approved block and stream ciphers

The transition to quantum-resistant approved block ciphers is neither too urgent nor too
difficult. A slightly higher degree of urgency is required when a 128-bit key cipher is used to
protect data confidentiality33. It is recommended to move as much as possible to using
approved symmetric ciphers with only a 256-bit key by the mid-2030s34.

Quantum resistance/vulnerability of approved hash functions
All approved hash functions with an output length of 384 bits or more are quantum-resistant.
All approved hash functions with an output length of 256 bits are quantum-vulnerable.

Urgency of the transition to quantum-resistant approved hash functions

The transition to quantum-resistant approved hash functions is neither urgent nor too
demanding®. Nevertheless, we recommend moving to use, to the maximum extent possible,
approved hash functions with output lengths of 384 bits or more by the mid-2030s3¢.

Quantum vulnerability of approved classical digital signature algorithms
None of the approved classical digital signature algorithms are quantum resistant.

3 The quantum resistance/vulnerability of symmetric cryptography with 128-bit and 192-bit key lengths
corresponds by definition to security levels 1 and 3, respectively, of post-quantum cryptography. The BSI
states?®! P37 that "the use of Grover’s algorithm could theoretically accelerate the search of the key space of
symmetric mechanisms quadratically. Whether an acceleration compared to a classic exhaustive search of the
key space can also be achieved in practice is the subject of current research and has not been definitively
answered yet." On the other hand, the transition to quantum-resistant symmetric cryptography is relatively easy.
It suffices to replace ciphers with too short keys by approved ciphers with a key length of 256 bits.

34 Recall that the NSA's CNSA 2.0 suite only allows AES-256.

35 The quantum vulnerability of hash functions with an output length of 256 bits is closely related?” to the
security level 2 of post-quantum cryptography. According to Figure 1 in [20], it is even close to level 3 for more
realistic memory requirements. On the other hand, the transition to fully quantum-resistant hash functions is
relatively easy. It is sufficient to replace hash functions with an output length of 256 bits with hash functions with
an output length of 384 bits.

36 Recall that the NSA's CNSA 2.0 suite only allows SHA-384 and SHA-512.
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Urgency of the transition to quantum-resistant digital signatures in most cases

Unlike approved symmetric cryptography and approved hash functions, approved asymmetric
cryptography will be breakable once cryptanalytically relevant quantum computers are
deployed. Therefore, its replacement with quantum-resistant cryptography must occur before
such computers are constructed. By most estimates, this will be around the early 2030s. In
most use cases of digital signatures, it will be sufficient to re-sign quantum-forgeable
signatures using quantum-resistant algorithms shortly before that.

Approved digital signatures used for integrity protection during firmware updates have
a higher urgency for their replacement with quantum-resistant algorithms. This is due to the
fact that some memories that store public keys for integrity protection during firmware
updates may not be rewritable later.

There exist standards for quantum-resistant digital signatures, LMS and XMSS, whose security
is generally accepted by both the expert community and security authorities. We therefore
recommend that the transition to using LMS and XMSS algorithms to protect the integrity of
firmware during updates be initiated as soon as possible3’.

Quantum vulnerability of approved classical key establishment algorithms
None of the approved classical algorithms for key establishment are quantum-resistant.

Urgency of the transition to quantum-resistant key establishment algorithms

Once cryptanalytically relevant quantum computers are made real, it will be possible to use
them to crack all currently approved asymmetric cryptography. If the attacker stores the
intercepted cryptographically protected communication, then by the time he has a suitable
guantum computer, he will be able to decrypt it. Therefore, the transition to quantum-
resistant cryptography in the area of key establishment is of high urgency, especially when
protecting long-term sensitive information3® of a critical level of confidentiality®, and it should
be performed in the next few years.

37 The timely transition to the use of LMS or XMSS to protect the integrity of firmware and software is primarily
in the economic interest of the cryptographic system operator. Once the practical implementation of
cryptanalytically relevant quantum computers is imminent, this transition will need to be made very quickly.

38 Sensitive data can be divided according to the length of time their sensitivity is maintained. Short-term
sensitivity of data means that it is certain that the sensitivity period will not exceed a few months. Such situations,
where we know in advance that a given application or device will only handle short-term sensitive information,
are rare and also difficult to detect. Given that in practice it is often very difficult to distinguish in bulk between
short-term sensitive and medium- to long-term sensitive information, we recommend that all critically sensitive
information should be treated as requiring at least medium-term protection.
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As for approved classical cryptography for key establishment, the urgency of its replacement
by quantum-resistant cryptography is high. For the case of cryptographic protection of
sensitive information of critical level of confidentiality, we estimate the appropriate deadline
for completing the transition to quantum-resistant key establishment to be the end of 2030%°.

Replacing classical asymmetric cryptography with symmetric cryptography

We consider symmetric cryptography with a key length of 256 bits to be quantum-resistant.
However, asymmetric cryptography has significant advantages over symmetric cryptography
in terms of security and practicality. There is no need to distribute private keys, and when
distributing public keys, protecting their integrity is sufficient. Therefore, we do not
recommend the transition to quantum-resistant cryptography based on symmetric
cryptography, with justified exceptions.

Moving to standalone use of ML-KEM Level 5

Here, the ML-KEM Level 5 algorithm needs to be implemented according to the NIST FIPS 203
standard!®®l, We recommend this algorithm as one of the main methods of transitioning to
guantum-resistant key establishment.

Transition to hybrid combinations
In a hybrid combination, at least two of the following options*® must be used to derive the
symmetric keys!7) p-38:

e classical asymmetric key establishment (key agreement or asymmetric encryption),

e post-quantum KEM/Encryption scheme,

e pre-distributed keys*?.

In specific cases, quantum key distribution can be included in addition.

39 This timeframe is set in accordance with the joint statement of the majority of EU member states regarding
the PQC transition*?,

40 The main purpose of hybrid solutions is to provide (at least partial) security even in situations where one of
the components is broken. Thus, the key derivation mechanism requires that the security of at least one of the

established secrets from which it is derived is sufficient to ensure the security of the derived key.

41 A typical representative of pre-distributed keys are the so-called PSKs (Pre-Shared Keys).
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Typically, this will be a situation where the default cryptographic system already uses
approved classical asymmetric cryptography and pre-distributed keys*? to establish keys. The
symmetric key of the hybrid solution is derived using KDF*? from both the secret established
by classical asymmetric cryptography and the corresponding pre-shared key. The use of
classical asymmetric cryptography protects against classical attacks when a pre-shared key is
compromised. But not against quantum-based attacks. Thus, for this use of pre-shared keys
to be meaningful at all, it is necessary that their compromise never occurs during their life
cycle*. Therefore, these hybrid solutions are not recommended except in exceptional well-
founded cases, and if used, will only be approved for the short term.

In hybrid combinations involving the use of post-quantum cryptography and pre-shared-key
protection (and possibly also classical asymmetric cryptography), we will consider the
protection provided by pre-shared keys as complementary only. The main guarantee of
guantum resistance in these cases will be provided by the use of post-quantum cryptography.

Classical asymmetric cryptography for hybrid key establishment
For hybrid combination with post-quantum cryptography, any approved classical algorithms
for key establishment can be used.

Post-quantum cryptography for hybrid key establishment

Any of the algorithms listed in Table 1: "Trusted KEM/Encryption post-quantum algorithms"
in Section 3, par. (6), point c) may be used for hybrid combination with an approved algorithm
for key establishment.

We recommend these hybrid combinations as one of the main methods of transitioning to
quantum-resistant key establishment.

42 A typical representation of pre-distributed keys are PSKs (Pre-Shared Keys) to ensure the authenticity of the
Diffie-Hellman exchange.

43 Key derivation function.
4 protection against quantum threat in this case translates to physically protecting the confidentiality of pre-

distributed keys during their distribution and protecting their confidentiality until they are deleted. Adequate
confidentiality protection can be quite costly.
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The main advantage of quantum key distribution is its absolute theoretical security arising
from the laws of quantum mechanics. But even in this case, theoretical security does not imply
practical security. Quantum key distribution, like other types of cryptography, is breakable by
attacks on security flaws in its implementation.

The main problems of quantum key distribution include its cost and, in particular, the practical
limitations of its applicability. In certain cases, where its practical limitations are not a concern,
it can be used, but only as an additional protection mechanism, typically in conjunction with
post-quantum cryptography, i.e., only within specific hybrid solutions.

Main recommended types of quantum-resistant key establishment
e Standalone use of ML-KEM Level 5 implemented according to the NIST standard.
e Hybrid combination of approved classical asymmetric cryptography and post-quantum
cryptography as per 6 (2) b).

Standalone use of ML-KEM Level 5 implemented according to the NIST FIPS 203 standard(®®

The security guarantees of this solution are based on the fact that the U.S. NSA has approved
it for the NSS on the grounds that it has high confidence in its long-term security. It means
that this solution is highly likely to be of a longer-term nature and will not need to be changed
in the near future. We anticipate that ML-KEM Level 5 implementations compliant with the
FIPS 203 standard will stay among the approved quantum-resistant algorithms for the long
term.

Advantages and disadvantages of the proposed hybrid solutions compared to the use of the
standalone ML-KEM algorithm

Hybrid solutions are likely to be considered transitional in the sense that sooner or later they
will be replaced by standalone post-quantum cryptography. On the other hand, they generally
provide stronger security guarantees, given the lower maturity of post-quantum
cryptosystems and hence the potential for currently unknown attacks on them.

Hybrid solutions with McEliece or FrodoKEM may have higher theoretical security than using
standalone ML-KEM of the same security level. This is true only on the condition that these
algorithms are implemented according to accepted standards, which is contrary to the
ambition to implement them as soon as possible.

Classic McEliece has a relatively short ciphertext, very slow key generation, and extremely long
public keys!* 514 Thus, it will typically be used for a large number of encryptions with the
same public key. In that case, its forward security will be problematic.

FrodoKEM has relatively fast cryptographic operations, relatively large public keys, and
roughly equally large ciphertextsl) s 14, |t will be possible to use it in compliance with the
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forward security requirement, but in that case, it will be necessary to handle the frequent
transmission of long public keys.

The hybrid combination of ML-KEM Level 3 and ECDH may have better practical properties
than using ML-KEM Level 5 alone. However, it will have lower security guarantees with respect
to quantum attacks.

(4) Quantum-resistant cryptography for digital signatures to protect authenticity
during firmware updates

LMS and XMSS, standardized digital signature algorithms based on hash functions

We recommend that the LMS and XMSS algorithms for integrity protection during software
and firmware updates be implemented following the NIST standards as soon as possible.

(5) Quantum-resistant cryptography for general-purpose digital signatures

a) General-purpose quantum-resistant digital signature mechanisms

Standalone post-quantum algorithm

e ML-DSA Level 5 in accordance with the NIST standard!®”]
e SLH-DSA Levels 3 and 5 in accordance with the NIST standard(®8!

Hybrid combination — dual digital signature

e Hybrid combination of a classical digital signature and a post-quantum digital signature
using the dual signature method*.

b) Recommended components of a hybrid (dual) digital signature

Classical asymmetric cryptography
Any approved classical digital signature algorithm can be used for a hybrid combination with
post-quantum cryptography.

Post-quantum cryptography
For a hybrid combination with an approved classical digital signature algorithm, one of the
following post-quantum algorithms can be used:

e ML-DSA Levels 3 and 5

e SLH-DSA Levels3and5

FN-DSA Level 5 is likely to be added after its standardization.

% The dual digital sighature of a message is performed by first signing the message using one method and then
signing the concatenation of the message and its first digital signature using the other method 3} P12,
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Main recommended types of quantum-resistant general-purpose digital signatures
e Standalone use of ML-DSA Level 5 implemented according to the FIPS 204 standard.
e Hybrid combination of approved classical asymmetric cryptography and post-quantum
cryptography.

Standalone use of ML-DSA Level 5 implemented according to the FIPS 204 standard

The advantages of this solution are similar to those of using the standalone ML-KEM. It is
highly likely to be of a long-term nature, so it will not need to be changed in the near future.
It can be expected to be one of the long-term approved quantum-resistant algorithms.

Hybrid combination of EC-DSA and Falcon-1024 (future FN-DSA 1024)
This solution may be relevant when the use case for quantum-resistant cryptography requires
the shortest possible signature.

Hybrid combination containing SLH-DSA Level 5
In cases where even higher security guarantees are required than those provided by ML-DSA
Level 5, SLH-DSA Level 5 can be used as the post-quantum component instead.
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The transition to the use of quantum-resistant cryptography will require not only the
implementation of post-quantum algorithms, but also the adaptation of cryptographic
protocols to the properties of these algorithms?®.

Post-quantum public key lengths

In some cryptographic protocols, public key lengths are limited, and switching to using post-
guantum cryptography with typically longer public keys can lead to problems. It will be
necessary to implement mechanisms to handle this problem.

Replacing the Diffie-Hellman key exchange with KEM/Encryption

The Diffie-Hellman exchange is a process where it does not matter which of the participants
is the initiator and which is the responder. KEM or asymmetric encryption is a process where
the initiator generates its public key and sends it to the responder. The latter generates a
symmetric key, encrypts it with the initiator's public key and sends it to the respondent. This
means that their roles are not symmetric, and this must be taken into account when moving
from Diffie-Hellman key exchange to KEM.

Hybrid combination of post-quantum cryptography with a classical mechanism

By classical mechanism here we mean either classical asymmetric cryptography or the specific
use of pre-shared keys to protect against the quantum threat. The intended hybrid
combination must not have lower security than either the use of post-quantum cryptography
alone or the use of the corresponding classical mechanism alone.

Use of KEM in some key establishment protocols instead of digital signatures

The lengths of post-quantum digital signatures are quite large, which can cause problems in
some key establishment protocols. Therefore, work is underway to provide implicit
authenticity of key establishment using static KEM. A typical example is the development of
the KEMTLS protocol3l,

46 Modification, development and testing of new variants of cryptographic protocols is the responsibility of
cryptologists and standardization bodies in cooperation with commercial companies active in the field.
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This approach assumes that the original key establishment protocol implements a
cryptographically sound KDF (key derivation function) with a variable input length, whose
input was a secret established by classical asymmetric cryptography, and whose output was
the derived established symmetric key.

In this case, transitioning to the hybrid extension by post-quantum cryptography means that
the concatenation of both established secrets enters the KDF, i.e., both the secret established
by classical cryptography and the secret established by post-quantum cryptography®’.

BSI recommends the following generalizations of the previous procedure: first, the possibility
of a more general use of the KDF"!-P-37 per NIST SP 800-56C!®3], and second, the possibility that
inputs to the KDF include at least two of the following three secrets:

a) secrets established by classical asymmetric cryptography,

b) secrets established by post-quantum cryptography,

c) the corresponding pre-shared key.
To this pair of secrets, the BSI also adds as an option a secret established on the basis of
guantum key distribution. However, its use does not reduce the requirement for using two of
the three secrets mentioned abovel”) P38,

Note that NIST26)- 5116 3|so specifies the method of establishing the two secrets, in the form of
a serial combination of classical and post-quantum secret establishment.

This approach in the case of dual KEM[ 3l pp- 17-18 q55umes that two subkeys have been
established: one based on classical KEM and the other based on post-quantum KEM. The
resulting combined (hybrid) key is obtained by applying a hash function to the concatenation
of the two public keys used and the two established subkeys.

In the case of the dual signature[*3?P-19 ejther we first sign the given input using the classical
signature algorithm and then sign the concatenation of the input and the result using the post-
guantum algorithm, or vice versa. Both methods have advantages and disadvantages.

47 BS| also considers the possibility of a more general use of KDF, but in the case of specific protocols, it is primarily
concerned with the possibility of concatenating secrets of different origins entering the KDF.
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During the transition to quantum-resistant cryptography, there may be a need for repeated
replacements of cryptographic algorithms. In the case of using hybrid combinations, this is
obvious, but the need to replace some cryptography based on unexpected new findings
cannot be ruled out.

Therefore, when deploying new cryptographic systems, care should be taken to ensure that
they are cryptographically agile, i.e., that they allow potential exchanges of cryptographic
algorithms to take place as easily and smoothly as possible. This requires both backward
compatibility, i.e., the ability to support multiple sets of cryptographic algorithms at the same
time, and also the flexibility to exchange them easily.

HC L AR

35



IERMCLEAR National Cyber

and Information
Security Agency

Key establishment algorithms to protect sensitive information of critical level of
confidentiality

The transition to quantum-resistant hybrid combinations or standalone post-quantum
KEM/Encryption in this area of information protection is highly urgent. We estimate the end
of 2030 as the appropriate completion date.

Digital signatures to protect firmware and software integrity during updates

The transition to post-quantum LMS or XMSS algorithms in this area should start as soon as
possible. LMS and XMSS algorithms are already among the approved algorithms.

The transition to quantum-resistant cryptography in these areas of information protection will
need to be completed before the implementation of cryptanalytically relevant quantum
computers. Current estimates are that this will occur in the early 2030s.

Other*® digital signatures for the protection of sensitive information of critical level of
integrity®
Transition to standalone post-quantum signatures or quantum-resistant hybrid digital
signatures is necessary. All digital signatures legally relevant at the time of implementation of
the anticipated quantum computers will need to be signed with a quantum-resistant digital
signature.

Key establishment algorithms to protect the confidentiality of other sensitive information

Transition to standalone post-quantum cryptography or hybrid quantum-resistant
cryptography is necessary.

Symmetric encryption with a key length of 128 or 192 bits to protect sensitive information
of a critical level of confidentiality*®

Symmetric encryption with a key length of 128 or 192 bits, either standalone or as part of
authenticated encryption, will need to be replaced by encryption with a key length of 256 bits.

48 By "other digital sighatures" we mean digital signatures that are not intended to protect firmware and software
integrity during updates (see Section 8, par. (1), point a)).

4 Extending the key lengths of approved symmetric cryptography to 256 bits will be relatively easy compared to
the other steps required. It is therefore advisable to proceed with it as soon as possible.
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We will estimate the appropriate date for completing the transition to quantum-resistant
cryptography in these areas at some later date.

General purpose digital signature for the protection of other sensitive information
We presume the transition to standalone quantum-resistant cryptography.

Symmetric ciphers with key lengths of 128 or 192 bits for the protection of other sensitive
information

Symmetric ciphers with a key length of 128 or 192 bits will need to be replaced by ciphers with
a key length of 256 bits. This applies to all their use in symmetric cryptography=°.

Hashing with an output length of 256 bits
Transition to hashing with an output length of 384 bits or more>.

e LMS and XMSS for digital signatures for software and firmware integrity protection
e ML-KEM-1024 for key establishment
e ML-DSA-87 for general-purpose digital signatures

Key establishment

The recommended hybrid quantum-resistant cryptography for key establishment is described
in Section 6, par. (2), point b) "Hybrid combination of classical asymmetric and post-quantum
cryptography for key establishment". The essence of the recommended hybrid combination
methods is described in Section 7, par. (2) "Approaches to mechanisms for combining the
hybrid solution components". These solutions can be treated as approved cryptographic
algorithms with a presumably reduced validity period>2.

50 Using quantum computers to crack the symmetric ciphers under consideration will be extremely
computationally expensive, according to current knowledge. Therefore, we expect that in the case of protecting
"other sensitive information" there will be a number of justified exceptions.

51 Justified exceptions may also apply to the hashing of sensitive information. This is due to the high memory and
computational requirements of the BHT algorithm improvements known so far.

52 The assumption of a reduced validity period is related to the subsequent transition to standalone post-
quantum cryptography.
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Digital signatures

The recommended hybrid cryptography for general-purpose digital signatures is described in
Section 6, par. (5) "Quantum-resistant cryptography for general-purpose digital signatures".

(3) Incorporation of quantum-resistant cryptography into systems

a) Cryptographic agility

When deploying new cryptographic systems, care should be taken to ensure that they are
cryptographically agile, i.e., that they allow potential exchanges of cryptographic algorithms
to take place as easily and smoothly as possible®3.

b) Incorporation into cryptographic protocols

Due to some of the properties of quantum-resistant cryptography, its incorporation into
information and communication systems will require a number of modifications and
adaptations to cryptographic protocols*.

53 For more information see Section 7, par. (3) of this document.

54 For more information see Section 7, par. (1) of this document.
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